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General Data Protection Information of Cognitec Systems GmbH 
 
With the following information, we would like to inform our customers, service providers, 
interested parties in our services, users of our websites accessible at https://www.cognitec.com and 
other persons affected by our processing of personal data about the processing of their personal 
data by us, Cognitec Systems GmbH.  
 
Which category of data is collected and processed by us in accordance with the provisions of the 
General Data Protection Regulation (GDPR) and other sector-specific laws depends largely on the 
desired or agreed services or the business transactions associated with our business activities. 
Therefore, not all parts of this information will apply to the reader ("you"). 
 
1 Controller and data protection officer 
 
1.1 Responsible data processor 
 
1.1.1 The data controller is: Cognitec Systems GmbH, Großenhainer Str. 101, 01127 Dresden, 
Germany, Managing Director is Alfredo Herrera. 
 
1.1.2 In certain cases, we use service providers who process personal data on our behalf and only in 
accordance with our instructions. We are also responsible for this commissioned processing. 
 
1.2 Company data protection officer 
 
You can contact our data protection officer via the address in section 1.1.1 with the address suffix 
"For the attention of the data protection officer". You can contact management at any time, 
including in data protection matters. 
 
2 Terms 
 
In this information, the following terms have the following meaning: 
 
2.1 "Controller” or “controller responsible for the processing": the natural or legal person, public 
authority, agency or other body which, alone or jointly with others, determines the purposes and 
means of the processing of personal data. 
 
2.2 "Data subject" or "person concerned": natural persons who are identified or identifiable 
through a data processing operation. 
 
2.3 "Processor": a natural or legal person, public authority, agency or other body which processes 
personal data on behalf of the controller. 
 
2.4 "Personal data": any information relating to an identified or identifiable natural person 
(hereinafter "data subject"); an identifiable natural person is one who can be identified, directly or 
indirectly, in particular by reference to an identifier such as a name, an identification number, 
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location data, an online identifier or to one or more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity of that natural person. 
 
2.5 "Processing" means any operation or set of operations which is performed upon personal data, 
whether or not by automatic means, such as collection, recording, organization, structuring, 
storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, 
dissemination or otherwise making available, alignment or combination, restriction, erasure or 
destruction. 
 
2.6 "Declaration of Consent” or “Consent" of the data subject: any freely given, specific, informed 
and unambiguous indication of the data subject's wishes by which he or she, by a statement or by a 
clear affirmative action, signifies agreement to the processing of personal data relating to him or 
her. 
 
2.7 "Collection": the obtaining of personal data, either with the cooperation of the data subject or 
with the cooperation of a third party. 
 
2.8 "Website": our internet presence at https://www.cognitec.com in the totality of all of our own 
websites included under it. 
 
2.9 "TTDSG": Act on the Regulation of Data Protection and the Protection of Privacy in 
Telecommunications and Telemedia (TTDSG); the TTDSG deals, among other things, with the 
question of the conditions under which the terminal equipment of a user accessing a telemedia 
service may be used for the purpose of storing (possibly personal) information or for the purpose of 
reading (possibly personal) information already stored there. 
 
2.10 "Terminal equipment" means any equipment connected directly or indirectly to the interface 
of a public telecommunications network for the purpose of sending, processing or receiving 
messages; in the case of both direct and indirect connections, the connection may be established by 
wire, optical fiber or electromagnetically; in the case of an indirect connection, a device is 
connected between the terminal equipment and the interface of the public network. Examples of 
end devices are PC computers, laptops, tablets and smartphones. 
 
2.11 "Consent management": In the context of a website, this refers to obtaining, managing and 
revoking legally required declarations of consent from users of a website, without which the user's 
information stored in a terminal equipment may not be stored or accessed. The technical 
implementation of a consent management banner can also be used on websites to obtain the 
necessary consent for data processing. 
 
3 Data processing in our general business activities 
 
3.1 What data do we use and from what sources? 
 
3.1.1 We are a medium-sized IT company and collect or process personal data that we receive from 
our customers, suppliers, contract processors, employees, applicants or other data subjects as part 
of our business relationship. In this respect, we generally collect data from the person concerned, 
i.e. with their cooperation. 
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3.1.2 In exceptional cases, we may receive or access personal data about you from a third party 
without your involvement (so-called "third-party collection"). In this case, we will send you a 
separate notification at the times provided for by law in the event of a legal obligation under Art. 14 
GDPR. This concerns the categories of personal data that we have collected about you from the 
third party as well as the source from which this data originates and, if applicable, whether it 
originates from publicly accessible sources. 
 
3.1.3 Such relevant categories of personal data may include: personal details (name, address and 
other contact details, date and place of birth and nationality), identification data (e.g. ID card data) 
and authentication data (e.g. specimen signature). In addition, this may also include order data (e.g. 
payment order), data from the fulfilment of our contractual obligations (e.g. turnover data in 
payment transactions), information about your financial situation (e.g. proof of financing and 
collateral), credit-related data (e.g. income and expenses), advertising and sales data as well as 
other data comparable to the categories mentioned. 
 
3.1.4 Such relevant publicly accessible sources may be: debtor directories, land registers, 
commercial and association registers, press, internet, social media. 
 
3.2 For what purposes do we process your data and on what legal basis? 
 
We process personal data in accordance with the provisions of the GDPR and the Federal Data 
Protection Act (BDSG), which implements this EU regulation, as well as other relevant sector-
specific data protection laws. 
 
3.2.1 Contractual or pre-contractual obligations (Art. 6 para. 1 b GDPR) 
 
3.2.1.1 Data is collected and processed for the provision of IT services (specialist planning, 
consulting, IT project work, operator services) and for the sale of IT products as part of the 
execution of our contracts with our customers or for the implementation of pre-contractual 
measures that are carried out at the request of data subjects. The purposes of data processing are 
primarily based on the services or products ordered. Further details on the data processing 
purposes can be found in the relevant contractual documents and our General Terms and 
Conditions. 
 
3.2.1.2 The collection and processing of data also takes place in the context of all ancillary 
transactions that enable us to provide IT services and product sales or are a prerequisite for their 
provision (e.g. labor law, tax law, social security law, security transactions), including the 
implementation of pre-contractual measures that are carried out at the request of data subjects. 
 
3.2.1.3 The collection and processing of data also takes place as part of the offer activity for the 
preparation of deliveries and services of the IT infrastructure by transmitting data to the respective 
manufacturer or its service provider as part of pre-contractual measures (project registration). 
 
3.2.2 Balancing of interests (Art. 6 para. 1 f GDPR) 
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Where necessary, we process your data to protect our legitimate interests or those of third parties. 
Such legitimate interests are, for example 
 
-  Consultation of and data exchange with credit agencies (e.g. SCHUFA) to determine 

creditworthiness or default risks in the event of our unsecured advance payments, 
-  Examination and optimization of procedures for needs analysis for the purpose of direct 

customer contact, 
-  Advertising insofar as you have not objected to the use of your data, 
-  Assertion of legal claims and defence in legal disputes, 
-  Ensuring IT security and the IT operation of our data processing systems 
-  Tax advice, legal advice, 
-  Prevention and investigation of criminal offenses, 
-  Video surveillance to safeguard domiciliary rights, 
-  Measures for building and system security (e.g. access controls), 
-  Measures to safeguard domiciliary rights, 
-  Measures for business management and further development of services and products. 
 
3.2.3 Compliance with a legal obligation (Art. 6 para. 1 c GDPR) 
 
As a service provider and employer, we are also subject to various legal obligations, i.e. legal 
requirements (e.g. from technical standards, social security laws, occupational health and safety 
laws and tax laws). Data processing may also be necessary here. 
 
3.2.4 Data processing based on your consent (Art. 6 para. 1 a GDPR) 
 
If you have given us your consent under data protection law to process personal data for specific 
purposes, this processing is lawful on the basis of your consent. You can withdraw your consent at 
any time. This also applies to the revocation of declarations of consent given to us before the GDPR 
came into force, i.e. before May 25, 2018. The revocation of consent only takes effect for the future 
and does not affect the legality of the data processed until the revocation. 
 
4 To which recipients do we pass on your data? 
 
4.1 Within our company, access to the data of the data subject is granted to those persons who 
need it to fulfil our contractual and legal obligations. Processors, service providers and vicarious 
agents (subcontractors) employed by us may also receive data for these purposes if they comply 
with our instructions under data protection law. 
 
4.2 Recipients may also be public bodies if there is a legal or official obligation. 
 
4.3 Categories of recipients of personal data outside our company and the processors may be, for 
example: planning offices, subcontractors, social and employment administration bodies, payment 
service providers, data destruction services, debt processors, tax consultancy and legal advice 
service providers, bodies that request information from us in the context of law enforcement 
activities or for the prosecution of administrative offenses within the scope of their legal powers 
(e.g. police, public prosecutor's offices, courts). 
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4.4 We use processors in particular for our IT services and for the destruction of files. 
 
5 Is data transferred to a third country or to an international organization? 
 
5.1 We do not intend to transfer data to bodies in countries outside the European Union or the 
Agreement on the European Economic Area (so-called "third countries"). 
 
5.2 In the event that we exceptionally transfer personal data to third countries, we do so on one of 
the legal bases of Art. 44-49 GDPR, i.e. in particular on the basis of an adequacy decision by the 
European Commission or on the basis of suitable guarantees. 
 
6 How long will your data be stored? 
 
6.1 In the provisions of this data protection information, we have already provided information at 
various points on the storage period or the criteria for determining this period. We store the 
personal data collected by us for as long as is necessary for our purposes or the data subject has 
consented to further storage in accordance with the provisions of the General Data Protection 
Regulation. 
 
6.2 It should be noted that our business relationship in the context of construction services is 
designed for a longer period of time due to the statutory or contractual liability periods for defects 
(warranty periods) and for years in the context of maintenance contracts. 
 
6.3 If the data is no longer required for the fulfilment of contractual or legal obligations, it is 
regularly deleted, unless its - temporary - further processing is necessary for the following purposes: 
 
6.3.1 Fulfilment of retention obligations under commercial and tax law, which may arise, for 
example, from: German Commercial Code (HGB), German Fiscal Code (AO). The retention and 
documentation periods specified there are generally two to ten years. 
 
6.3.2 Preservation of evidence within the framework of the statutory statute of limitations. 
According to §§ 195 ff of the German Civil Code (BGB), these limitation periods can be up to 30 
years, whereby the regular limitation period is 3 years. 
 
7 Your data protection rights (data subject rights) 
 
If your personal data is processed by us, you have the following rights as a "data subject": 
 
7.1 Right to information 
 
You can request information in accordance with Art. 15 GDPR about your personal data that we 
process. 
 
7.2 Right to object 
 
You have the right to object on the specific grounds set out in Art. 21 (1) GDPR. We will inform you 
about this separately from this information in section 8. 
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7.3 Right to rectification 
 
If the information concerning you is not (or no longer) correct, you can request a correction in 
accordance with Art. 16 GDPR. If your data is incomplete, you can request that it be completed. 
 
7.4 Right to erasure 
 
You can request the erasure of your personal data under the conditions of Art. 17 GDPR. 
 
7.5 Right to restriction of processing 
 
In the cases of Art. 18 GDPR, you have the right to request that the processing of your personal data 
be restricted ("blocking"). 
 
7.6 Right to lodge a complaint 
 
If you are of the opinion that the processing of your personal data violates data protection law, you 
have the right to lodge a complaint with a data protection supervisory authority of your choice in 
accordance with Art. 77 para. 1 GDPR. 
 
7.7 Right to data portability 
 
In the event that you have provided us with personal data in accordance with Art. 20 para. 1 GDPR, 
you have the right to have data that we process automatically on the basis of your consent or in 
fulfilment of a contract handed over to you or to a third party in a structured, common and 
machine-readable format. The collection of data for the provision of the website and the storage of 
log files (section 11 below) are absolutely necessary for the operation of the website. They are 
therefore not based on consent pursuant to Art. 6(1)(a) GDPR or on a contract pursuant to Art. 
6(1)(1)(b) GDPR. This data processing is justified in accordance with Art. 6 para. 1 sentence 1 letter f 
GDPR. The requirements of Art. 20 (1) GDPR are therefore not met in this respect. 
 
8 Information about your special right to object pursuant to Art. 21 GDPR 
 
8.1 Right to object in individual cases 
 
You have the right to object, on grounds relating to your particular situation, at any time to 
processing of personal data concerning you which is based on point (f) of Article 6(1) GDPR (data 
processing on the basis of a balancing of interests). If you object, we will no longer process your 
personal data unless we can demonstrate compelling legitimate grounds for the processing which 
override your interests, rights and freedoms, or the processing serves the establishment, exercise or 
defence of legal claims. 
 
8.2 Right to object to the processing of data for direct marketing purposes 
 
In individual cases, we process your personal data for direct marketing purposes. You have the right 
to object at any time to the processing of personal data concerning you for the purpose of such 
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advertising; this also applies to profiling insofar as it is associated with such direct advertising. If you 
object to processing for direct marketing purposes, we will no longer process your personal data for 
these purposes. 
 
8.3 Recipients of an objection 
 
The objection according to section 8.1 and section 8.2 can be made informally with the subject 
"Objection", stating your identification data, and should be addressed to Cognitec Systems GmbH, 
Großenhainer Str. 101, 01127 Dresden. 
 
9 Is there an obligation for you to provide data? 
 
As part of our business relationship, you must provide the personal data that is necessary for the 
establishment, implementation and termination of a business relationship and for the fulfilment of 
the associated contractual obligations or that we are legally obliged to collect. Without this data, we 
will generally not be able to conclude, execute and terminate a contract with you. If you would like 
to communicate with us outside of a business relationship, we require your contact details for 
meaningful feedback communication. If you assert data subject rights with us, we must also identify 
you. 
 
10 Use of automated decision-making 
 
We do not use fully automated decision-making in accordance with Art. 22 GDPR to establish and 
conduct the business relationship. 
 
11 Use of the website 
 
Our website is an information and communication service that can also be used to communicate 
with us by using contact forms, registration forms and an application page. Below we provide 
information about data collection and other processing carried out via our website, the purposes 
and the legal bases. 
 
11.1 Web hosting 
 
11.1.1 Our website is hosted on the web servers of a hosting provider based in Germany. To enable 
us to publish and operate our website, this provider is contractually obliged by us to provide 
infrastructure services, computing capacity, storage space and database services on servers located 
in Germany and other locations within the European Union, maintenance services and security 
services. 
 
11.1.2 The processing is carried out on the basis of our legitimate interest in the efficient and secure 
provision of our website and on the basis of an order processing contract binding the provider (Art. 
6 para. 1 sentence 1 letter f GDPR in conjunction with Art. 28 GDPR). 
 
11.1.3 In the legal sense, we therefore always have access to (personal) data that is stored on 
servers that we use there as part of hosting. 
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11.2 Links 
 
11.2.1 On our website you will find references to our own pages (internal links). By clicking on 
internal links, you do not leave our area of responsibility. You transfer to the area of responsibility 
of a third party (service provider), who is independently responsible for content and data 
processing, when you click on an external link. External links are marked by us so that you can 
recognize when you leave our area of responsibility. If you follow an external link, these websites 
have their own data protection guidelines and are sometimes operated on servers in a third country 
that is not secure under data protection law. As a result, foreign third parties, authorities or secret 
services may receive connection data and you may have no legal protection against this. Please also 
check these data protection guidelines before you voluntarily pass on any further personal data to 
these websites when using the site. As a rule, you transmit your IP address to the third-party 
provider when accessing internal links. 
 
11.2.2 We have checked the content of external links when they were first created to ensure that 
they do not contain any obviously illegal content or information. Furthermore, we do not adopt the 
information or content of third parties simply by using external links. 
 
11.3 Social media buttons 
 
Insofar as links to social networks are integrated on our websites, the references are designed as 
internal links. They are therefore not buttons, which means that the user's personal data (e.g. their 
IP address) is already transmitted to the respective provider of the social network simply by visiting 
our website without actively clicking on the button. 
 
11.4 SSL/TSL 
 
Our websites are equipped with active SSL or TLS encryption for security reasons and to protect the 
transmission of confidential content, for example by means of requests that you send to us as the 
site operator. An encrypted connection can be recognized by the fact that the address line of the 
browser changes from "http://" to "https://" and a lock symbol is displayed in the browser line. As a 
result of this encryption, data that you transmit to us via our website cannot be read by third 
parties. 
 
11.5 E-mail and fax communication 
 
If you contact us using an e-mail address provided on our website, the content of the e-mail sent to 
us is not encrypted end-to-end. This means that although the e-mails are generally encrypted in 
transit via the e-mail providers involved, they may be unencrypted on their servers. Contacting us 
via the contact form provided on our website is technically secure communication because this 
communication uses SSL or TLS encryption. Our fax number is also used via Internet protocol 
services that do not guarantee end-to-end encryption. 
 
11.6 Video integration 
 
If you can watch videos on our websites that are marked as external links to third-party websites, 
this is done exclusively via the technology of linking to the respective linked website or to a video 
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portal of a third-party provider. These videos are stored there under the data protection 
responsibility of the respective third-party provider. The respective linked website or video portal is 
therefore not directly embedded in our website. This ensures that user information is not 
transmitted to the portal as soon as the website on which the video is integrated is loaded. It is also 
ensured that cookies or similar technologies for tracking user activities of the portals or the 
advertising partners of these portals cannot be placed on your end device via the mere link. Only 
after you consciously click on the video preview image is a connection established to the portal of 
the third-party provider and the associated data processing triggered. However, this and the 
associated possible data processing of your user data on the linked portal then occurs exclusively as 
a result of your wish to view the video there. The data processing triggered by this is beyond our 
control and is the responsibility of these third-party providers, who provide more or less detailed 
information about their data processing. If you do not agree with the data processing by the third-
party provider, please do not click on the video preview image. 
 
11.7 Processing of information from end devices, consent management 
 
11.7.1 Consent in accordance with TTDSG: If we wish to store information in the end device that you 
use when visiting our websites and/or access information that is already stored in your end device, 
we will ask you for your consent on the basis of clear and comprehensive information. This is done 
via a consent banner that we use. We obtain the necessary consent before we access your data. You 
can revoke your consent at any time. However, your consent is not required for certain purposes 
specified in the law, so that we do not ask for it in these cases. On the one hand, consent is not 
required if the sole purpose of storing information in the end user's terminal equipment or the sole 
purpose of accessing information already stored in the end user's terminal equipment is to carry out 
the transmission of a message via a public telecommunications network. On the other hand, 
consent to the use of your terminal equipment is not required if the storage of information in the 
end user's terminal equipment or access to information already stored in the end user's terminal 
equipment is absolutely necessary so that we, as the provider of a telemedia service, can provide a 
telemedia service expressly requested by the user. 
 
11.7.2 Such access to end devices within the meaning of Section 11.7.1 is possible via certain 
technologies. The best known technology concerns cookies. Cookies are data records that can be 
stored on or read from the user's device via an internet browser and manage information. When a 
user accesses a website, the server of the website operator or a third party can read the cookie 
stored there via the user's operating system and consequently the information stored therein. A 
cookie may, but does not have to, contain a characteristic string of characters that enables the 
user's browser to be uniquely identified when the website is accessed again and is therefore 
personal. 
 
11.7.3 Removal option: The user can prevent or restrict the installation of cookies or similar 
technologies that access their terminal equipment by setting their browser accordingly. Information 
already stored in the end device can also be deleted by the user at any time via their browser. The 
settings for this depend on the respective browser. However, if the user prevents or restricts the 
installation of these technologies, this may mean that not all functions of the website can be used 
to their full extent. 
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11.7.4 Cookies and similar technologies requiring consent: Our consent banner on the website 
provides information on cookies and similar technologies that require consent, insofar as these are 
used. This applies both in the event that no personal data is processed with this technology and 
when this occurs, e.g. by assigning certain identifiers. 
 
11.7.5 Cookies and similar technologies that do not require consent: With regard to cookies and 
similar technologies that do not require consent, we have documented internally that consent is not 
required in accordance with Section 25 (2) TTDSG. If no consent banner appears, no cookies 
requiring consent are used by us when operating the website.  
 
11.8 Website log files (log files) 
 
11.8.1 Purpose of data processing: All computers and devices connected to the Internet are 
assigned an IP address (Internet Protocol), usually in country-specific blocks. This can often be used 
to determine the country, the federal state and the location where the Internet connection is 
established. IP addresses must be used so that websites can be accessed on the Internet. This 
means that website owners have access to the IP addresses of the users of their website. IP 
addresses are fundamentally personal data. 
 
11.8.2 Obligation to provide: When using our website for information purposes only, i.e. when users 
do not register or otherwise provide us with information or enter into a contract with us, your 
browser will still transmit your IP address to our server. For technical reasons, you must use an IP 
address assigned to you by an access service when you access our website. In principle, the IP 
address is an individual "address" of an end device (computer, smartphone, tablet) in a computer 
network. Exceptionally, an IP address could allow conclusions to be drawn about the person and 
make them identifiable to us. When you visit our website, the following data is collected, which is 
technically necessary for us to display the website to you 
 
-  IP address (network address) of the requesting end device, 
-  Date and time our website was accessed, 
-  Time difference between the requesting host and the web server, 
-  Content of the request or the retrieved file that was transmitted to the user 
-  Access status (successful transmission, error, etc.), 
-  Amount of data transferred in bytes, 
-  Website from which the user accessed the website 
-  Browser used, the operating system, interface, language of the browser and version of the 

browser software, if available. 
 
With this information, it would at least theoretically be possible to establish a personal reference, 
i.e. by determining the owner or company owner of the IP address of the terminal device used via 
information from the access service providing the IP addresses. However, this is only possible if this 
access service is legally entitled to provide the information. 
 
The aforementioned log files are processed by us for the following purposes 
 
-  Ensuring the smooth establishment of a connection to our website, 
-  Ensuring convenient use of our website, 
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-  Evaluating the system security and stability of our website. 
 
11.8.3 Legal basis: The legal basis for the collection is Art. 6 para. 1 sentence 1 f GDPR (legitimate 
interest of us as the controller). Our legitimate interest follows from the purposes for data 
collection listed above. Under no circumstances do we use the data collected for the purpose of 
drawing conclusions about the person of the user, with the exception of cases of intentional 
disruption to the functionality of our website or cases of misuse of our services. Apart from these 
exceptions, no personal user profiles are created and the data is not passed on to third parties. 
 
To protect against attacks and to ensure proper operation, all access to our website with the full IP 
address is temporarily and access-protected on a security system (firewall) and automatically 
analyzed for possible risks. 
 
We will only attempt to find out who is behind an IP address in the event of unlawful attacks or 
misuse of our services. Otherwise, this information remains hidden from us and we do not attempt 
to obtain the data of the owner of an IP address. 
 
11.8.4 Recipient/third country: Log files are stored by us on our web server in a so-called log file (in 
a "log file"). 
 
11.8.5 Storage period: Log files are stored for a maximum of seven days. Excluded from this short 
storage period are log files about accesses that are required for the further tracking of attacks and 
malfunctions. 
 
11.9 Contact 
 
11.9.1 Purpose of data processing: If we provide you with an e-mail address and a contact form with 
input fields (contact data), this is so that you can also contact us electronically. Data fields with your 
details can be entered voluntarily in input fields. Mandatory fields are marked with an "*". If you 
provide us with personal data by sending us your message, we will store it and process it for the 
purpose of contacting you. 
 
11.9.2 Obligation to provide: You are not obliged to provide us with the contact details specified in 
the procedure. You do not have to communicate with us. 
 
11.9.3 Legal basis: The legal basis for the collection and processing is Art. 6 para. 1 sentence 1 letter 
f GDPR (legitimate interest of us as the controller). If your request is aimed at the conclusion of a 
contract, then Art. 6 para. 1 sentence 1 letter b GDPR is an additional legal basis (initiation, 
conclusion and performance of a contract). This also includes contacting us for the purposes of your 
application via our website. 
 
11.9.4 Recipients/third country: there are no specific recipients. 
 
11.9.5 Storage period: The contact data mentioned in the procedure will be deleted as soon as they 
are no longer required to achieve the purpose for which they were collected. For personal data sent 
to us by email or via the contact form, this is the case when the respective correspondence with the 
user has ended and storage is no longer required for other reasons. The conversation is ended when 
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it can be inferred from the circumstances that the matter in question has been conclusively 
clarified. 
 
11.10 Newsletter 
 
11.10.1 Purpose of data processing: We provide our customers with a newsletter containing 
information about our products and events. To receive this newsletter, you can contact us and 
provide an e-mail address to which we can send the newsletter at irregular intervals. You can also 
enter the e-mail address in a subscription form and receive the newsletter via the above-mentioned 
double opt-in procedure. This means that once you have entered your e-mail address in the 
electronic form, you will receive an e-mail asking you to confirm your registration. This confirmation 
is necessary to prevent the misuse of third-party e-mail addresses. You can unsubscribe from the 
newsletter by sending us an informal e-mail, for example to the e-mail address stated in the legal 
notice or to the address at which you requested to receive a newsletter, or by clicking on an 
unsubscribe link in the newsletter. You will then be taken to a page where you can confirm that you 
wish to unsubscribe. Your e-mail address will then be deleted for the purposes of the newsletter. 
 
11.13.2 Obligation to provide: You are not obliged to provide us with your email address for the 
purpose of advertising our events and services. 
 
11.13.3 Legal basis: The use of your email address for the purposes of the newsletter is based on 
the legal basis of your consent - revocable at any time - in accordance with Art. 6 para. 1 letter a 
GDPR and Section 7 para. 2 no. 3 UWG. 
 
11.13.4 Recipients/third country: We use a newsletter service to manage and deliver our client 
newsletter. We do not pass on your email address to other third parties without your permission, 
unless there is another legal basis available. 
 
11.13.5 Storage period: Your email address will be used for the purposes of the newsletter until you 
withdraw your consent, which can also be done by simply unsubscribing from our newsletter. 
Please note that the revocation is only effective for the future. Processing that took place before 
the revocation is not affected by this. 
 
11.14 Careers and job applications 
 
11.14.1 Purpose of data processing: You can apply for vacancies by post or without a specific reason 
on your own initiative via our careers page, enter your personal data in a form field and upload your 
application documents to our servers in the file formats specified there. This allows you to use 
protected, end-to-end encrypted communication with us. 
 
11.14.2 Obligation to provide: You do not have to provide us with your application data online. You 
can also use the normal postal service for this purpose. 
 
11.14.3 Legal basis: If you send us your application data, Art. 6 para. 1 sentence 1 letter b GDPR is 
the legal basis (contract, contract preparation). 
 
11.14.4 Recipient/third country: There are no specific recipients. 
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11.14.5 Storage period: After 7 months following notification by us that an application is not 
suitable for a position, the application data will be deleted, unless consent justifies further 
temporary storage. 
 
11.15 Event participation 
 
11.15.1 Purpose of data processing: You can register for online seminars or on-site events at our 
company by providing the data requested in the form fields (registration data). This makes it easier 
for us to plan and organize the event and for you to participate in it and - if necessary - to inform 
you promptly in the event that the event has to be cancelled or postponed. 
 
11.15.2 Obligation to provide: You are not obliged to provide us with registration data. However, 
you will then not be able to participate in an event. 
 
11.15.3 Legal basis: If you provide us with your registration data, Art. 6 para. 1 sentence 1 letter f 
GDPR is the legal basis (our legitimate interests). 
 
11.15.4 Recipient/third country: There are no specific recipients. 
 
11.15.5 Storage period: Your registration data will be deleted immediately after the event, at the 
latest within one month, unless you have given us your consent to invite you to future events via an 
e-mail address provided by you. 
 
12 Further information, changes 
 
12.1 Is this General Data Protection Information exhaustive? 
 
For special groups of data subjects or in certain situations where personal data is collected, we will 
provide special data protection information in due course. 
 
12.2 Amendment of this data protection information 
 
This data protection information does not require your consent and is subject to our regular review 
with regard to any need for amendment. The previous version will be archived by us if it is replaced 
by a new version. 


